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DETAILED ACTION 

1 . This office action is in response to Applicant's Request for Continued 
Examination (RCE) filed on July 14, 2005. Claims 1-36 have been canceled. Claims 
37-72 are pending for examination. 

Information Disclosure Statement 

2. The information disclosure statement (IDS) submitted on 10/17/2005, 4/25/2005 
and 12/2/2005 have been considered by the Examiner. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 37-43 and 45-72 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Obenhuber et al. (U.S. Patent No. 6,144,638) in view of Demuth et 

al. ("securing the anonymity of content providers in the World Wide Web") and further in 

view of Farah ("Encrypted Hypertext Transfer Protocol— UGGC/1 .0", April, 2000, 

Network Working Group", pages 1-5). 

In respect to claims 37, 51 and 55, Obenhuber discloses a method comprising: 

receiving from a terminal or an intermediate unit a first request from a terminal 

behind a firewall at a secure server outside of the firewall; 
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transmitting a second request by the secure server to a web site containing the 
web page, wherein the second request alters or omits an address of the terminal; 
retrieving the web page designated in the second request; modifying an address 
associated with the retrieved web page by the secure server so that the secure server 
appears to be the source of the web page and the firewall is unable to determine the 
address associated with the retrieved web page; and encrypting the content of the 
retrieved web page by the secure server and sending the encrypted web page by the 
secure server, via a secure link, to the terminal (see col. 4, lines 21-35), 

including a composite address the composite address including an address of a 
secure server with an address of a web page concatenated thereto; transmitting a 
second request to a web site containing the web page; retrieving the web page 
designated in the second request (see col. 5, line 40-col. 6, line 10). 

Obenhuber discloses incoming or outgoing packet are subject to filtering and 
address transformation depending on the condition of rules but does not explicitly 
discloses the first request including a composite address, the composite address 
including an unencrypted address of the secure server with an encrypted address of a 
web page concatenated thereto, wherein the terminal encrypted an unencrypted 
address of the web page provided to the terminal; modifying an address associated with 
the retrieved web page so that the secure server appears to be the source of the web 
page; sending web page to the terminal . 

However, Demuth discloses providing clients and servers anonymity by 
protecting both clients and servers accessing web without being recognized (Demuth, 
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Abstract). Farah discloses partial address encryption technique by encrypting URL 
address and data traveling from client to server (Farah, pages 1-4). Therefore, it would 
have been obvious to one of ordinary skill in the art at the time the invention was made 
to incorporate Obenhuber's accessing the Internet from behind the firewall with the 
teaching of Demuth and Farah's providing anonymity of both clients and servers by 
encrypting URL addresses traveling between the clients and severs to protect clients 
and servers from being recognized. 

Furthermore, Obenhuber does not disclose wherein the firewall is unable to 
decrypt the encrypted content of the retrieved web page. However, Official Notice is 
taken that the more longer the key, the more difficult to break the code. Therefore, it 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to prevent any system from decrypting the code by providing secure encryption 
key that is hard to break. 

In respect to claim 38, Obenhuber, Demuth and Farah disclose the method of 
claim 37 wherein the secure link comprises a secure sockets layer (SSL) link (see 
Obenhuber, col. 9, lines 20-25). 

In respect to claim 39, Obenhuber, Demuth and Farah disclose the method of 
claim 37 wherein modifying the address associated with the retrieved web page 
comprises modifying a Uniform Resource Locator (URL) or Internet Protocol (IP) 
address of the web site (see Farah, page 2). 
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In respect to claim 40, Obenhuber, Demuth and Farah disclose the method of 
claim 37 wherein modifying the address associated with the retrieved web page 
comprises modifying an address associated with a hypertext link in the retrieved -web 
page to indicate; the-address-associated with the secure server (see Farah, pages 2-4). 

In respect to claim 41 , Obenhuber, Demuth and Farah disclose the method of 
claim 37, further comprising modifying computer code associated with the retrieved web 
page to cause subsequent requests related to the retrieved web page to be sent by the 
terminal to the secure server instead of to the web site (see Farah, pages 2-4). 

In respect to claim 42, Obenhuber, Demuth and Farah disclose the method of 
claim 37, further comprising decrypting the encrypted address of the web page (see 
Farah, pages 1-5). 

In respect to claim 43, Obenhuber, Demuth and Farah disclose the method of 
claim 37, further comprising repeating the retrieving, modifying, encrypting, and sending 
while the secure link is active (see Obenhuber, col. 5, line 60-col. 6, line 10 and col. 9, 
lines 10-25). 

In respect to claim 45, Obenhuber, Demuth and Farah disclose the method of 
claim 37. Obenhuber, Demuth and Farah do not further comprising, at the secure 
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server, controlling transmission of electronic files to the terminal based on preferences 
received from the terminal. However, Official Notice is taken that providing means of 
services based on client's indication of preference is old and well known (i.e. via email). 
It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to incorporate client's preferences in receiving service with Obenhuber' s 
enabling client behind the firewall to access Internet for services to provide client an 
option to choose means of receiving services. 

In respect to claim 46, Obenhuber, Demuth and Farah disclose the method of 
claim 37, further comprising storing under a pseudonym at a location communicatively 
coupled to the secure server, electronic files sent with the web page (see col. 5, line 40- 
col. 6, line 10). 

In respect to claim 47, Obenhuber, Demuth and Farah disclose the method of 
claim 37, further comprising: 

obtaining information related to a user's communication with the secure server 

(see ); 

Obenhuber, Demuth and Farah do not disclose providing the obtained 
information to an entity based on permission of the user and in exchange for providing 
the secure link; and providing advertisements from the entity to the user related to the 
obtained information. However, profiling Internet user in exchange of service in order to 
provide advertising service is old and well known. It would have been obvious to one of 
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ordinary skill in the art at the time the invention was made to incorporate the teaching of 
Obenhuber providing user access to Internet resource with user profiling for marketing 
purposes. 

In respect to claims 48-50, the claimed limitations are machine-readable medium 
that are substantially similar to claims 37-39. Therefore, claims 48-50 are rejected 
based on the similar rationale. 

In respect to claims 52-54, the claimed limitations are apparatus claims that are 
substantially similar to method claims 1, 38 and 46. Therefore, claims 52-54 are 
rejected based on the similar rationale. 

In respect to claim 56, Obenhuber, Demuth and Farah disclose the method of 
claim 55, further comprising receiving, at the secure server, communication protocol 
information related to a communication between the terminal and the intermediate unit, 
to allow the secure server to respond to requests sent to the intermediate unit from the 
terminal (see Obenhuber, col. 6, lines 1-19). 

In respect to claim 57, Obenhuber, Demuth and Farah disclose the method of 
claim 55 further comprising receiving subsequent requests from the terminal at the 
intermediate unit rather than directly at the secure server from the terminal (see 
Obenhuber, col. 6, lines 1-19). 
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In respect to claims 58-59, the claim limitations are similar to claim 42. 
Therefore, claim 58 is rejected based on the similar rationale. 

In respect to claims 60-69, the claim limitations are machine-readable medium 
and apparatus claims that are substantially similar to method claims 55-59. Therefore, 
claims 60-69 are rejected based on the similar rationale. 

In respect to claims 70-72, the claimed limitations are similar to claims 1 and 40. 
Therefore, claims 70-72 are rejected based on the similar rationale. 

4. Claim 44 rejected under 35 U.S.C. 103(a) as being unpatentable over 
Obenhuber et al. (U.S. Patent No. 6,144,638) in view of Demuth et al. ("securing the 
anonymity of content providers in the World Wide Web") and further in view of Farah 
("Encrypted Hypertext Transfer Protocol— UGGC/1.0", April, 2000, Network Working 
Group", pages 1-5) and further in view of Gampper et al. (U.S. Patent No. 6,502,106). 

In respect to claim 44, Subramaniam and Farah disclose the method of claim 37. 
Subramaniam and Farah do not disclose triggering a deletion of stored electronic files at 
the terminal related to a communication via the secure link, in response to termination of 
the communication between the terminal and the secure server. 

However, Gampper discloses continuously delete files in a local cache (see col. 
1 , lines 64-67). Therefore, it would have been obvious to one of ordinary skill in the art 
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at the time the invention was made to implement the continuously deletion of storage 
taught by Gampper to make room for recent retrieved web pages (Gampper, col. 1, 
lines 64-67). 



Conclusion 

5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tongoc Tran whose telephone number is (571 ) 272- 
3843. The examiner can normally be reached on 8:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on (571 ) 272-3838. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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